
IOSR Journal of Computer Engineering (IOSR-JCE) 

e-ISSN: 2278-0661,p-ISSN: 2278-8727 

PP 67-74  

www.iosrjournals.org 

International conference on computing and virtualization (ICCCV-17)                                                     67 | Page 

Thakur college of Engineering and Technology 

 

A Survey of Potential Security Threats and Counter-Measures 

in SDN: An IoT Enabling Technology 
 

Trupti Lotlikar, Deven Shah 
trupslotlikar@gmail.com, sir.deven@gmail.com 

Mumbai University 

 

Abstract: The exponential growth of new applications and services in both mobile devices and fixed terminals 

has made the communication networks a crucial point at homes and enterprises. This results in the development 

of new IoT applications connecting heterogeneous devices to the internet. Internet of Things (IoT) and Software 

defined network (SDN) can be integrated together to eliminate the use of traditional point to point connection 

between heterogeneous devices. Securing such complex heterogeneous networks is however a real challenge in 

network security. This paper focuses on various potential security challenges in SDN such as saturation attacks, 

denial of service (DoS) attack and its countermeasures. This paper is a step to further initiate research in SDN 

security as it is crucial enabler technology for IoT 

Index Terms: Internet of Things, Software defined network, SDN security 

 

I. Introduction 
With the spread of the Internet of Things (IoT), new complexities in both networking and 

internetworking in  current and future networks are been imposed. Hence, networks must adapt to heterogeneity, 

in  networking behaviour and underlying protocols. Each IoT object or entire environment has been defined in 

isolation and  designed to solve a specific problem or attain specific objectives. IoT indicates the interconnection 

of several heterogeneous networks, the objects that compose them, the environments they are running, the 

protocols they use and the different objectives they have. This challenge could be solved using a common 

protocol. However different objects and protocols as mentioned, have a different requirements and objectives 

and hence a common protocol would not be a good option[3].Lack of standard, limits the network operators to 

design the networks according to their individual environment dynamically and also to neither improve their 

hardware nor the software.SDN would come as an rescue here. Software defined networking is a  network 

technology where the control plane logic is decoupled from the forwarding plane and has the ability to control, 

change and manage network behaviour dynamically through software via open interfaces.SDN plays a role to 

retain the heterogeneity in networks and objects by integrating into them a control solution that interacts with 

the SDN controllers. Hence there is a need for the integration of SDN and IoT, since it is a crucial enabler of 

IoT. The rest of the paper is organized as follows. Section II describes the need for integration of IoT with SDN. 

Section III discusses the proposed integration of IoT with SDN. Section IV discusses SDN and its security 

loopholes and analysis the potential attacks on the layered structure of SDN. Section V discusses the crucial 

attacks and its countermeasures. Section VI concludes the paper with research conclusions 

 

II .Why IoT Based SDN? 
There would be various reasons why SDN needs to be integrated with IoT 

A) Traditional routers and switches have both control (makes decision related to traffic management) and data 

plane (actual mechanism for routing traffic to destinations) in one device. So, these devices become slow, 

expensive, inflexible and non-scalable. Operators employ external tools to dynamically reconfigure these 

network devices. This leads to miss-configuration errors. Software Defined Networking SDN was proposed to 

solve these problems faced by conventional network.[11] 

B) The traditional switches and routers have inbuilt protocols that the device will be using. If there is a need to 

change the protocol then the switch/router is to be changed. Thus changing of the protocol is very hard and 

costly as all the hardware is needed to be replaced accordingly.  

C) Each IoT object has been configured to accomplish specific objectives and protocols so fitting them with a 

common and singular protocol will not suit the object designers.  

D) If a researcher wants to test his design or protocol, possibility of changes is very less, since the protocols and 

network design for are provided by the vendor, SDN can solve this problem wherein the various users of 

network can utilize their slice of network by allocation of resources and when the job gets over the resources can 

be de-allocated. 

mailto:trupslotlikar@gmail.com


A Survey of Potential Security Threats and Counter-Measures in SDN: An IoT Enabling .. 

International conference on computing and virtualization (ICCCV-17)                                                     68 | Page 

Thakur college of Engineering and Technology 

III. Proposed Integration of SDN and IOT 
3.1 IOT Controller working summarized as below: 

1) Receives communication request from requestor through IOT Module. (IoT Modules are installed in the 

objects and are registered in the IoT Controller and provides address, protocol and underlying network)[3] 

2)Finds Responder (address) in network graph. 

3)Calculates path using some routing algorithm. 

4)Build forwarding rules, depending on the protocols used by the objects. 

5)Communicate the rules to SDN Controller. 

  

3.2 SDN working summarized as: 

Key features: a) Separation of the control plane from the data plane 

 b)A centralized controller and centralised view of the network  

c) Open interfaces between the devices in the control plane (controllers) and those in the data plane.  

The SDN allows objects relying on different or heterogeneous protocols to communicate with each other. 

1)SDN establishes a forwarding path that connects both the devices in communication. 

2)SDN receives the forwarding rules and sets them into the forwarders. 

3)Hence a path can be built and the devices may begin the conversation. 

 

 
Figure 3.1: Proposed Integration of SDN and IoT 

 

IV. SDN and security loopholes 
Software defined networks provides a centralized view of the entire network, making it easier to 

centralize management by actively monitoring the traffic and diagnose threats in the network. However, the 

decoupling of control and data plane gives rise to a number of security challenges like DOS, Saturation attacks 

and other vulnerabilities. 

The two properties of Software-defined networks that can  be escape route for malicious users and a source of 

crucial security threat for less prepared network operators.  

■ Software bugs could serve as a point of attack as software could control the network  

■ The “network intelligence” is centralised in the controller, hence hacker with access to the servers that host 

the control software can potentially control the entire network. 

There are number of security threats that can be scrutinised and their possible solutions found and categorised. 

 

4.1 Analysis of  Potential Attacks on SDN based on layered architecture. 

Most SDN architecture models have three layers: a lower layer of SDN-capable network devices 

termed as data plane, middle layer of SDN controller(s) known as control plane and a higher layer that includes 

the applications and services that configure the SDN, termed as application layer. This  section, describes the 

main security threats at each layer. The threats and corresponding countermeasures are divided into three 

categories based on which layer of the SDN architecture contains the corresponding attack target, i.e. the 

forwarding layer, the control layer and the application layer.  

The fig 4.1 depicts the potential points of attack in the layered SDN architecture which would be the 

controller itself, the switch, the application, control and data plane along with the application-control interface 

and control-data interface. 
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Fig 4.1 Different potential attack points in the layered SDN architecture 

 

4.1.1 Potential Attacks on Data plane 

The Data plane consists of only the forwarding devices such as routers, switches and access points 

which are programmed and controlled by the controller. An example of such devices is Open flow switches. The 

controller installs flow rules in the OpenFlow switch’s flow tables. 

Firstly, A switch however has a limited number of flow tables where flow rules are installed according 

to the controller’s view of the network .Since,the switch is a dumb terminal with no decisionmaking 

capability,the most crucial security challenge will be to recognize if flow rules are genuine and differentiate 

them from malicious rules.  The second challenge is Saturation attack which is caused due to the limited number 

of flow entries a switch can maintain. In OpenFlow, all the flow rules issued by the controller is buffered by the 

switch. Since buffering capacity is limited, the data plane can be proned to saturation attacks.  

The third security challenge is caused due to dependency i.e. if a controller is compromised; the data 

plane nodes in the network will be comprised. Also if a switch does not receive forwarding instructions from the 

control plane, because of control plane failure ,the data plane will cease from working. This would cause the 

switch-controller interface to be a potential point of attack through the man-in-the- middle attack and black-hole 

attacks. [18]. 

The fourth security challenge would be of Denial of Service (DoS) attack, in which an attacker tries to 

attack the network devices from within the network itself.  An attacker could then compromise a host that is 

already connected to the network and then to a flood attack on the network devices. 

 

4.1.2 Potential Attacks on Control Plane 

The SDN Controller is a central point of control and decision making. Hence, it can be highly targeted source of 

attack. The first  security challenge is  

1) Threat due to lack of scalability:  

The controller needs to handle large number of flows , however if the SDN is not that scalable, then the 

control plane could be prone to saturation attack and DOS attack. There is a limit to the number of forwarding 

devices that can be managed by a single controller.There is a high probability of single point of failure if the 

number of flows on the controller increase,.[11].However, it is found that the multiple controller concept fails to 

prevent single point of failure [19]. 

 

2) Application Layer interface:  

Applications implemented on top of the control plane can pose serious security threats to the control 

plane. The controller need to authenticate applications and authorize resources only after proper scrutiny. Every 

application has different operations to perform and hence have different requirements. This could be a source of 

attack and hence scrutiny is required before the applications could access the resource of the network.. 
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3) Multiple Controller causing distributed Control Plane:  

Multiple controllers have to be deployed to manage a huge number and variety of devices that cannot 

be managed by a single SDN controller,.SDN have widely utilized multiple controllers as shown in fig 4.2 

where the load of a failed controller is redistributed to the other controllers. However, use of multiple controllers 

cannot protect SDN networks from a single point of failure ,since the load can exceed the capacity causing  of 

cascading failures of controllers [19]. 

DoS and DDoS attacks are also a very crucial attacks in Control plane , which are discussed later in the paper. 

 

 
Fig 4.2 Control plane with multiple controllers. 

 

4.1.3 Potential Attacks on Application Plane 

SDN Application plane consists of programs that communicate with desired network requirements to the SDN 

Controller via APIs. Applications can cause crucial security challenges on network resources ,services and 

functions. However, there are no standard security applications, that are agreed upon to guide the security 

researchers. 

 

The security threats in the application plane are: 

1) Application, Authentication & Authorization:  

Authenticating applications are the  major issue in the SDN domains. Applications that run on the 

controller inherit the access rights to network resources, and network behavior manipulation mostly without 

proper security mechanisms for protecting network resources from malicious activities [30]. Hence, 

authentication of the applications running on centralized control architecture is a major security challenge. 

Secondly, if an application server that stores users details is compromised, credentials of legitimate users can be 

used to inject authorized, but, forged flows into the network. Thirdly, there are no mechanisms to certify SDN  

network applications . 

 

2) Access Control and Accountability: 
One of the key security issues to be handled are Access control and accountability mechanisms .Every 

application has different access needs like characteristics of the network eg traffic flows, header packet fields 

etc, hence immense care has to be taken while giving access control.  

Secondly, applications which provide services for the network such as access control, firewall or 

intrusion detection services need to be scrutinized for vulnerabilities. Thirdly, instantiation can be another major 

threat , in which  a malicious application can bypass access control by using an instance of the another  class 

application.  Fourthly, We also have some SDNaware applications which are capable of locating and directly 

communicating with the SDN controllers while the non SDN applications communicate indirectly with 

application datagrams in specific formats [31]. In the latter case, a legitimate, but compromised SDN application 

can become a gateway for unauthorized access to the control plane.  

 

V Crucial attacks and their Countermeasures 
5.1. Attack on Centralised Controller 

The centralized controller serves as a "potential single point of attack and failure." and therefore the attacks and 

vulnerabilities in controllers are probably the most severe threats to SDN architecture..It is a central point of 

control that distributes security information consistently throughout the network. 

If the controller is compromised, the whole network would collapse, hence termed as the single point of failure. 

Counter Measures: 

 The single point of failure can be resolved by using Multiple controllers system as already discussed in section 

4.1.2. 

5.2. Saturation Attacks 

This attack causes the attacker to flood the control plane with data  packets by launching denial of service attack 

. This event is called the data-to-control plane saturation attack that floods SDN networks [22]. The attacker may 
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generate a large number of fake packets, where each packet are spoofed with random value. These packets will 

trigger table-miss and send a lot of packet-in messages to controller. As a result, this attack could overload the 

buff er memory of network devices, generate amplified traffic to occupy the data-to-control plane bandwidth and 

shut the controller from responding. 

 

Counter Measures: 

This saturation attack is guarded by using an proposed framework called OF-GUARD[22] that prevents 

data-to-control plane saturation attack by using packet migration and data plane cache. This proposal causes the 

control plane and data plane to keep working even when suffering from the data-to control plane saturation 

attacks by using packet migration . Data plane cache distinguishes between fake and normal packets and also 

stores proactive flow rules and cache table miss. Avant-Guard[29] tries to resolve TCP based flooding attack . 

 

5.3 DoS and DDoS Attacks:  

A Denial-of-Service (DoS) and distributed DoS attacks are the most threatening security challenges for 

the SDN controller. DoS attack in SDN networks causes a networking resources such as a switch to unable to 

forward packets as expected. A successful attack involves sending a large number of packets to the switch, 

possibly instantiating new flows. A DoS attack as shown in fig. 5.1 .The  attacker scans and collects network 

information, If the attacker understands that a target network is likely to use SDN, the attacker will further 

conduct the resource consumption attack [33] .A DoS attack on the SDN controller is shown in fig 5.4 where an 

attacker continuously sends packets with random headers so that the controller goes into a dormant state.  

 

 
Fig  5.1 DoS and DDoSAttacks 

 

Counter Measures: 

DoS attacks can be simulated using an open source network emulator known as Mininet. A network of 

virtual hosts, controllers, switches and links is created using the tool to simulate the scenario [24]. 

A defense method against DDoS attack is proposed [30], which makes use of intrusion detection systems which 

recognizes abnormal traffic flows caused by DoS attack. FlowVisor[31] proposes an agent between switches 

and the controller; it accepts rules from controllers and rewrites them .This controller might then create a rule to 

drop all UDP traffic in response to a DoS attack . 

 

5.4 Man-in –Middle Attacks 

 A man-in-the-middle attack is a crucial threat in SDN as it can effect both the control plane and data 

plane. This attack can be enforced between the controller and the switch, where the attacker  inserts an agent 

device between the source and the destination node, and is used to intercept all the data,  tamper  and modify the 

data packets. These attack of man-in-the-middle attacks can be implemented by various methods like session 

hijacking, DNS spoofing, sync spoofing and other methods .A generalised view is depicted in fig.5.2. 
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Fig 5.2Implementation of Man in the Middle attack in SDN 

 

Counter Measures: 

To prevent the man-in-the-middle attack the approach is to create a secure channel between the 

controller and switches. Another alternative countermeasure is FlowChecker [21] which is a validation tool able 

to recognize internal configuration errors of switches. Misconfigurations can also be detected. FortNOX [27] 

can detect various forwarding rules collisions. 

 

5.6 Black hole Attacks 

A blackhole attack as depicted in fig. 5.3 is a network condition where the flow path ends abruptly and the 

traffic cannot be routed to the destination. A malicious switch in the flow path may drop or spoof  packets, 

thereby preventing the flow from reaching the destination. 

 

 
Fig 5.3Implementation of Black Hole attack in SDN 

 

Counter Measures: 

SPHINX [18] detects the switch blackhole attack associated with switches by verifying the flow graph 

and captures the flow patterns of the actual network traffic along a path in the flow graph. It also monitors the 

byte statistics per flow at each switch in the flow path, and determines if the switches are reporting inconsistent 

values of bytes transmitted than expected. If the bytes reported across the switches fall below a threshold, 

SPHINX indicates an security threat 

 

VII   Conclusion 
The flexibility offered by SDN can be effectively used to allow objects connected to heterogeneous 

networks to communicate to each other. This is independent of the capabilities of such objects, so it fits 

perfectly into IoT scenarios. Specific protocols serve specific purposes and hence does not permit the objects to 

easily interact. This problem can be resolved by using the mechanisms of integration of SDN with IoT objects. 

In this paper, we discussed the need for integration of both IoT and SDN. Then, we discussed the state of the art 

of SDN security and analyzed the security issues on basis of the 3 layers :the data forwarding layer, the control 

layer and the application layer. The countermeasures   of the crucial security challenges were discussed. The 

future scope would be to work on security challenges pertaining to Denial of Service attacks on the control and 

data plane 
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